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» Introduction: why high assurance?
»Common Criteria and the SKPP

»Why high assurance is difficult .
»Hardware considerations and challenges
» Virtualization
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" Introduction

v

Security increasingly important/problematic
A Software complexity
A Network connectivity

When high assurance?

A High value and high risk of attack
i Military and intelligence secrets
i Critical infrastructure
I Medical devices/systems
i Financial transaction and IT systems

I High assurance is difficult
A No operating systems evaluated at CC > EAL 5
A Lessons learned, Power Architecture issues
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- Common Criteria (ISO/IEC 15408)

International standard for specifying and

evaluating computer security properties

Specification for classes of products: PP |
A e.g. Firewalls, operating systems
A Applicable Functional and Assurance Requirements

A Assurance levels (EAL): 1-7

IFIEAL 4 dis the highest | evel at wh
economically feasible to retrofi
Common Criteria v2.1, Section 6.2.4

inSecurity experts have been sayi
Windows family of products is hopelessly inadequate. Now
there is a rigorous government certification confirming
t hi & Joomathan Shapiro, Johns Hopkins University
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- Common Criteria (ISO/IEC 15408)

R
. .

First high assurance operating system PP

AfU. S. Government Protection Pr/o
Kernels I n Environments Requiri‘
a.k.an SKPPO

A http://www.niap-ccevs.org/cc-
scheme/in_evaluation.cfm 3 (VID 10119)

A Document authorship began in June 2002
A PP completed evaluation June 2007
INTEGRITY began evaluation to draft PP in 2005
I A Evaluation expected to complete in 2007

A In addition to CC evaluation scheme, operating system
must withstand NSA penetration testing

-
-
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- Why is this hard?

>

Look at leveling differences in requirements

A High level design (ADV_HLD) EAL 4

inThe Havea design shall describe the separation of
the TOE into TSP [TOE Security Policy]-enforcing and
ot her s ub s y fhdand wmaving

A High level design (ADV_HLD) EAL 6

i nThe Have design shall justify that the identified
means of achieving separation, including any
protection mechanisms, are sufficient to ensure a clear
and effective separation of TSP-enforcing from non-
TSP-enf orcing functions. O

A High level design (ADV_HLD) EAL 7
I Justification shall be formal
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‘Formal methods N
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» SKPP data isolation and information flow security\
policies formally specified (theorems)

»Formal ACL2 model for entire kernel [
A Theorems proven across all operations
A Impractical for large code bases
A Must show rigorous correspondence to implementation

A INTEGRITY-178B approach has line by line
correspondence

-
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%igorous Development Process l\

——

»DO-178B Level A process: big head start
A Design documentation

A Testing (MC/DC)

A Configuration Management

A Maintenance plan, flaw remediation

-

-
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‘Hardware considerations \&

» Security properties depend on hardware

A Hardware pedigree is important
iTrPower Architecture good (which

A Currently rely on informal robustness techniques
I Redundancy / lockstep execution (e.g. Xilinx PowerPC 405)
I Multiple dissimilar implementations
I External hardware monitoring

I In other words, the microprocessor itself is not highly
assured
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“ Formal verification of Power

Some attempts to formally verify design

A Formal comparison of RTL with transistor-level circuit
Implementation (IBM, 1995)
I Functional block: 25,000 VHDL lines = 200K transistors
i Functional block divided into 25K transistor components
i Verified 113 components: —7M transistors

A Key problem: verifying at too high level of abstraction
i Formal verification of fixed point unit (IBM, 1997)

inThe current methodol ogy cannot
complexity of an entire processor. Our initial focus is to
verify each subsystem separately and then reason about
the 1 nteractions amongst the sub

inFor deep bugs, random si mul ati on
verification are often the only approaches to expose such
flaws .o (I BM, 2005)

Power Architecture” ‘-)F /
DEVELOPER CONFERENCE j




e
E_Chip Complexity: Power vs. Intel

» Chip complexity making this much harder

A Formally modeled AAMP5: 500K transistors (1995)
A Power Architecture
I PowerPC 601.: 1. 2M ficoreo transisto‘
I PowerPC 740/750: 6.35M transistors
I PowerPC 750GX: 44M transistors
T PowerPC 970: 52M transistors
A Intel Architecture

I Pentium: 2.3M Acoreo transi st
I Pentium 4: 55M transistors

I Core 2: 291M transistors
I Pentium D90O0: 376M transistors
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Ehip Complexity: Power vs. IntéL

» Errata
A Power Architecture
I PowerPC 970FX: 24
A Intel Architecture :
T Intel Core 2: 111

» Virtualization implementations

A Power Architecture 2.04
I MSR[HF], registers to control address translation

A Intel VT
I Mode switching performance is poor
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Hardware considerations: SKPP

Architecture Support Package
A Not formally modeled

A Evaluators must be convinced that ASP requirements assumed
by kernel models are upheld

Protected Virtual Protected Virtual Protected Virtual
Address Space Address Space Address Space
(Partition) (Partition) (Partition)
Application Application Application
0AO6 T4l 6B6 Tds 0Co6 Td|s ks

I B

Trusted KernelSpace Environment

Kernel

[ asp 1| BsSp |

Hardware
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" Hardware considerations: SKPP

>

FPT RIP: Residual Information Protection
A Power registers in thread context
FPT FLS: Failure with Preservation of Secure State
A Disable interrupts in maintenance mode
FPT RCV: Automated Recovery
A Exception handlers must be customizable
FPT_RVM: Non-bypassability of the TSP
AUser mode with no Adangerouso
FPT_ STM: Reliable time stamps (audit logging)
A Power Architecture Time Base Register
FPT _RSA: Minimum and Maximum Quotas
A Decrementer high-resolution timer for scheduling
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‘Hardware considerations \&
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»FPT_AMT: Abstract Machine Testing

A At start up and continuous (with rate control)

A Difficult to test everything security relevant
I e.g. pipeline intricacies / corner cases

A Tests include:
I RAM

I Error detection/correction hardware
I Registers

I ALU
I MMU
I Privileged instruction restrictions

I Timers used for scheduling and time stamps
I On-chip cache
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g MT in more detail l

» RAM
A Boot from flash, verify RAM before use
A Error detection/correction hardware

» MMU
A MMU-related SPRs (e.g. BAT)
A Address translation

» Registers
A No stuck bits in GPRs, FPRs, CR, XER, LR, CTR, etc.

-
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- More Power-specific concerns

>

Residual information leakage from registers
A e.g. e500 BBTAR, BBEAR (branch buffer address)
I some bits set implicitly, others set by user
Handling of alignment exceptions differs
A 55xx: user-mode misaligned access can cause
machine check
Differences in atomic instruction
(lwarx/stwcx) and cache manipulation
(sync/isync) behavior due to multicore
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"~ More Power-specific concerns

v

Some implementations limit number of PIDs

TLBs

A Be careful not to create invalid mappings

A MPC8xx: tlbie may erase locked TLB entries
i Locked TLB entries used to protect determinism
i Use tlbia instead (safe but very slow)
i Use neither: create dummy entries
A 32-bit OEA hash tables: C (dirty bit) on same byte
as PP (page protection) bits

I Two-step unmap: downgrade to read-only before
invalidating HTE
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‘More Power-specific concerns
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» EXecute bit: support varies widely

A Application software must check for errors if
memory protections are modified dynamically

»Book E critical interrupts

A Dangerous
I Separate interrupt context save/restore registers

I Nested exception within critical handler blows away
SRRO/ SRR1 and youobre dead

I e.g. TLB miss due to I/0 memory access

-
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More Power-specific concerns L

» Cache coherency and out of order execution

A Speculative loads from unguarded addresses can
reference invalid memory if BAT/TLB contain invalid
mappings

I Machine check

I Nasty driver problems due to DMA overwrites

s T T
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~ Security and Virtualization ’d

'\ Power

Probl em: secure kernel s ca.
software natively
A Windows, Linux, UNIX in widespread use
I e.g. power grid
Virtualization: a compelling solution

A Enable secure and/or real-time applications to
coexist with legacy operating environments

A Enable multiple legacy environments (SWaP)

A High assurance is critical to proving separation of
legacy operating environment from
i Critical applications (including kernel)
i Other legacy operating environments
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E‘,‘Secu re Virtual Machines ‘ \&

»Add hypervisor functionality to
secure kernel

A Basically, just trap forwarding to
user mode virtual machine

A Combine real-time and/or security- %
critical apps with guest functionality -

A Types of virtual machines
I System/full virtualization
I Paravirtualization

»Padded Cell E

A Full virtualization for Intel

A Paravirtualization for Power
T Linux on Software Defined Radio

Power Architecture
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- Secure Virtual Machines

Padded Cel |l E

User
Mode

>

Critical Critical
App App
INTEGRITY
| T

Supervisor
Mode PC Hardware
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ﬂ.Secu re Virtual Machines L

» Key challenges going forward on Power
A Broad availability of 3 party hypervisors
A Support for full virtualization
A Speed of virtualization
iCurrent hardware | acks nafull

I Hypervisor must run for every page table change

I Prefer: hardware translation of guest virtual to guest
physical

pad
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E.Summary 1

» High assurance is difficult, but achievable

»Many hardware considerations
A Power is 1st architecture to go through evaluation A

»Virtualization enables a new class of systems
to be built onto secure platforms
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