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The Changing Wireless & Wireline Infrastructure

• IP Networking is good – lower cost, newer services, …

• IP Networking is not perfect – by default less control over 
the nature of the traffic
– Security concern against all “Malware”: virus, SPAM, attacks
– More difficult to monitor network traffic for appropriate services, 

policing/QoS, billing

• In the network itself, this calls for Content-aware network 
nodes, with deep inspection into traffic flows content, to be
processed ”on the stream’’

Dedicated, 
connection-oriented, 

TDM Networks

Highly-connected,
connectionless, 

IP Networks
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a bit of terminology

Network Content Processing - CP
Processing performed by network element on the content 

portion (layer 4 to 7) of network traffic

(also refered to as Deep Packet Inspection - DPI)

Pattern Matching – PM
Processing network content for the search of predefined 

patterns corresponding to application identifiers, either  
normal or unexpected identifiers.

Patterns are composed of character strings

Regular Expression - Regex
The high-level description of patterns using literals and 

meta characters, including wild-cards, grouping, 
alternation …

Example: http_request /^(get|post)\s.*?http/1\.\d$/

http_response /^http/1\.\d\s200\sOK$/



3

Why Pattern Matching in Hardware?

• More and more networking devices require processing of 
the packet contents:

– application-aware firewalls

– intrusion detection / prevention

– network anti-virus

– Universal Threat Management (UTM)

– content filtering

– server load balancing

– application-aware traffic management and QoS

– P2P caching

• Regular expression pattern matching is the first step to the 
above.

• Software-based regular expression processing is slow and 
CPU-intensive.
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MPC8572E with Integrated Pattern Matching
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• Dual e500 PowerPC™ cores (up to 
1.5GHz)

• 36-bit addressing
• 1MB Shared L2 Cache/SRAM w/ECC

• With stashing
• Dual Memory Controller

• Dual DDR2/3 SDRAM up to 800 MHz
• 32/64 bit data bus w/ECC
• Support for up to 32GB memory

• High Speed Interconnect
• One x8/x4/x2/x1 PCIe

Or  Two x4/x2/x1 PCIe
Or  One x4/x2/x1 PCIe AND Two x2/x1 PCIe
Or  One x4/x2/x1 PCIe AND x4/x1 sRapidIO

• Ethernet
• 4x 10/100/1000 Ethernet Controllers w/ 

Classification/Policing, 8 Rx/Tx Queues, 
Checksum Offload, QoS, Lossless Flow 
Control, IEEE 1588, 4 SGMII

• 1x 10/100 FEC w/ MII (muxed)
• Security Engine (SEC 3.0)

• ARC4, 3DES, AES, AES-GCM, 
SHA-384/512, RSA/ECC, RNG and XOR

• Single pass SSL
• Pattern Matching (Reg-Ex) & Deflate

• 16k patterns up to 128, breaking across packets
• Table Lookup Unit (TLU)

• Up to 7M lookups/sec
• 90nm SOI Process, 1023 Pin package
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PME Block Diagram
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MPC8572E Pattern Matching Engine (PME) Overview

Hardware-Based Full-Featured Regular Expression Pattern Matching:

• Supports Perl meta-characters and Freescale extensions

• Matches patterns across packet boundaries 

• Combined hash/NFA technology

• No pattern “explosion” to support “wildcarding” or case-insensitivity

• Sub-second incremental compile and live updates

• Multi-gigabit performance with DDR2 memories

• Can extract content from data for use in stateful rules, for searching  complex 
patterns, combine with protocol state change, 

• Expands data that has previously been compressed using GZIP (RFC 1952), 
zlib (RFC 1950) or raw deflate (RFC 1951) formats prior to pattern matching

Performance (MPC8572/E):

– 2.4 Gbps peak search performance

– 16000 patterns, 1 to 128 bytes in length

– 256 pattern sets, 16 subsets per pattern set
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Key Element Scanning

• Scans for possible matches and 
filters work to be performed by DXE

• All work performed using on-chip 
hash tables – no external memory 
access required

• Creates multiple formats of each 
incoming data byte

– Original, translated to equivalent, pre-defined category, user-defined category

• Computes a hash for different fingerprint lengths and looks up on-chip 
hash tables

• A “hit” on one of these hashes results in a second level hash 
(“confidence” hash) being performed

– If all levels of hash “hit” then data window is passed to data 
examination engine

• Scan engine continues as data examination engine checks “possible”
matches for a definite match
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Data Examination Engine

• Modified NFA invoked only when
needed to confirm a match

• Performs complete match for each 
“possible” match found by KES

• Pattern definitions stored in DRAM

• Incremental updates only affect the 
changed pattern records

• Implements a significant subset of the regex pattern definition syntax plus 
many constructs which cannot be expressed in regex

– Supports Perl meta-characters and Freescale extensions (for capture)

– Content can be extracted from data for later comparison

– ASCII-encoded length fields and counts embedded in data can be extracted and 
converted to numeric form for later use



10

• User-defined logic reacts to pattern 
matches detected by the DXE

• Can be used to further qualify the 
pattern match. For example, only 
conclude a positive match:

– If all patterns making up the signature 
are found, or

– If the pattern is matched only within 
a certain portion of the data (e.g. URL), or

– If the pattern is matched only within a certain portion of the data whose 
delineation is specified within the data itself (e.g. within the content portion as 
specified by the CONTENT_LENGTH field previously extracted from the data) …

• Other uses:

– Protocol state tracking (e.g. track the “normal” transitions of SMTP)

– Provide support for “greedy” wildcards (e.g. ABC.*DEF == two patterns tied 
together by a stateful rule)

• State information stored in DRAM

Stateful Rule Engine
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Beyond Pattern Matching: Stateful Rules

• A well-crafted regular expression can describe a set of 
strings with precision, but what if a match should only be 
declared …

– if all patterns constituting a signature are found?

– if the pattern is found in the application header, but not the 
application body?

– if specific patterns are found in a two-way conversation 
between endpoints?

There are a number of situations where basic regular 
expression pattern matching is insufficient.
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Tracking P2P Protocol Exchanges

GNUTELLA CONNECT/0.6\r\n

GNUTELLA/0.6 200 OK\r\n

Client

1. Define regex signatures of GNUTELLA request and response (simplified):

gnutella_request /^gnutella connect/[012]\.[0-9]\x0d\x0a/

gnutella_response /^gnutella/[012]\.[0-9]\s*200 OK\x0d\0a/

2. Define Stateful Rule matching the protocol exchange:

STATEFUL_RULE: Gnutella_Recognizer

RESET_STATE:

EVENT “gnutella_request"

next_state AWAIT_response

STATE AWAIT_response:

EVENT “gnutella_response"

# report GNUTELLA traffic observed 

report {0x00000001}

next_state RESET_STATE

Client
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PME Software Components
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Summary / Conclusion

• Proper application classification is a prerequisite to application-aware 
networking.

• Software-based application classification can be slow and CPU-intensive.

• Freescale’s MPC8572E with integrated Pattern Matching Engine (PME) and 

Stateful Rule Engine (SRE) provide a powerful, high-performance hardware 
accelerator to offload these functions from software.

• Full-featured regular expression pattern matching accelerator.

• Multi-Gbps performance with regular DDR2 SDRAM memory.

• Fast incremental compile and download time.

• Pattern matches can be further qualified with stateful rules.

• Freescale & 3rd-partners provide complete and maintained solutions for 

Security (eg. Kaspersky) and Network management (eg. Qosmos)
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