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» Dual Memory Controller

« High Speed Interconnect

» Dual e500 PowerPC™ cores (up to
1.5GHz)

36-bit addressing
1MB Shared L2 Cache/SRAM w/ECC
» With stashing

Dual DDR2/3 SDRAM up to 800 MHz
32/64 bit data bus w/ECC
Support for up to 32GB memory

One x8/x4/x2/x1 PCle
Or Two x4/x2/x1 PCle

Or One x4/x2/x1 PCle AND Two x2/x1 PCle
Or One x4/x2/x1 PCle AND x4/x1 sRapidlO

+ Ethernet

4x 10/100/1000 Ethernet Controllers w/
Classification/Policing, 8 Rx/Tx Queues,
Checksum Offload, Qo0S, Lossless Flow
Control, IEEE 1588, 4 SGMII

1x 10/100 FEC w/ MII (muxed)

» Security Engine (SEC 3.0)

ARC4, 3DES, AES, AES-GCM,
SHA-384/512, RSA/ECC, RNG and XOR

Single pass SSL

» Pattern Matching (Reg-Ex) & Deflate

Security

Pattern
Matching
Engine

2X

Spapre [

4x GE MAC

4x SGMII

16k patterns up to 128, breaking across packets

e Table Lookup Unit (TLU)

Up to 7M lookups/sec

e 90nm SOI Process, 1023 Pin package

€500 Core

32kB

I-Cache D-Cache
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2x DDR2/
1MB €500 Core y DDR3, SDRAM
L2 Controller
32kB 32kB 32kB
|I-Cache D-Cache
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¢ Local Bus
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DUART, MPIC
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Pattern Matching Engine components

Access to Pattern Descriptors and State
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Access to Pattern Descriptors and State
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| 7 PowerQUICC

Power Signature

Agent
Datapath J

Apps
(SNORT ...)
PME Shadow

Pattern

Linker-Loader J wvemory

PME Driver

Signature N —
Manager gex & ii
Rules

Regex Stateful Rule

Compiler Compiler

fl. Compile Regular expressions & Stateful rules
2. Send compiled patterns to the PowerQUICC
3. Add patterns via linker-loader
4. Load/Commit patterns to PM HW
5. Scan data & receive scan result
N /
K [ Can Incrementally Compile, Send, Add & Load patterns ]j
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